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Abstract—Incidents of computer abuse, loss of proprietary 

information and security lapses have been on the increase. More 

often than not, such security lapses have been attributed to 

internal employees in organizations subverting established 

organizational controls. What causes employees to engage in such 

illicit activities is the focus of this paper. In particular we argue 

that increased employee emancipation leads to better protection 

of information in organizations. In this paper we present our 

argument by reviewing the appropriate theoretical literature and 

by developing conceptual clarity of the related constructs.  

I. INTRODUCTION 

NTERNAL threats from employees have always been 

acknowledged as a major source of security breaches in 

organizations [37]. A recent report by privacyrights.org on 

data breaches indicates a substantial increase of internal 

security breaches from 2005 to 2009 that involve various cases 

of stealing personal information of internal publics, co-workers 

and clients in different organizations such as banking, health, 

university and government offices. The breaches cause a lot of 

damage to a company‟s computer systems, financial data, 

business operations and ultimately, it‟s reputation. These 

events are created by the people who are given privileges to 

use IS in organizations and subsequently misuse that access 

privilege. Stanton et al. [32] describe that regardless of users‟ 

intent - from naive mistakes to intentional misuse - security 

breaches because of lack of compliance can be curtailed.  The 

importance of the issue, hence, attaches relative importance of 

research into insider threats that have consistently focused on 

employees‟ compliance behavior to IS policies.   IS literature 

has a long tradition of studying the management roles in 

cultivating a security culture and its impact on intentions to 

comply [11][22][31]. The premise of these studies is that 

management commitment, communication and enforcement of 

power motivates employees to comply with security policies. 

For example, a study conducted by Arbodela et al. [4] 

involving the identification of antecedents of employees‟ 

safety compliance behavior discovers that top management 

commitment to safety was perceived to be an integral 

determinant of safety culture. Additionally, Chan et al. [11] 

suggests that upper management practices are found to be 

positively related to employees‟ compliance behavior through 

mediation of perception of information security climate. Along  

 

 
 

 

the same lines, Spitzmueller and Stanton [31] reveal 

that organizational commitment, organizational identification 

and attitudes towards technology predict employees‟ intentions 

to comply with security policies.   
An associated stream of research is one that investigates 

motivation of management through reward and sanction in 

influencing employees‟ compliance behavior. An organization 

that is truly dedicated to security will recognize the need for 

motivation beyond mere security awareness and will develop 

an effective security motivation program along with or as a 

part of a continuing awareness effort. It should employ the 

most controllable and powerful motivators, rewards and 

penalties [27]. A study conducted by Siponen et al. [30] finds 

that sanctions have a significant impact on actual compliance 

with information security policies. According to Parker [27] 

penalties or sanctions often involve loss of favor, perks, 

position, or remuneration. One group manager publicly posted 

the name of anybody who revealed his or her password and 

required everyone in the group to immediately change their 

passwords. This produced peer pressure to keep passwords 

secret because nobody liked having to learn a new one. 

However Pahnila et al. [26], commenting on factors that 

explain employees' IS security policy compliance among 

Finnish companies, suggest that rewards do not have a 

significant effect on actual compliance with IS security policy.  

Most of the prior research in internal control towards security 

problems deals with protection motivation and cultivating a 

security culture. While this stream of research is useful, it falls 

short of suggesting why employees subvert security policies in 

the first place. Moreover, from an ontological perspective, 

previous research orientation is dominated by functionalist and 

interpretivistt paradigms [13]. Although these paradigms are 

important, information systems security research can also be 

studied from alternative viewpoints, viz critical. Based upon 

the notion that critical humanist study of information systems 

security is underdeveloped, we attempt to explain the issue of 

employees‟ intention to comply with security policy by 

arguing that lack of emancipation of an individual is a 

significant cause for security lapses.   
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II. WHO IS AN EMANICIPATED EMPLOYEE? 

The concept of emancipation was established by Critical 

Social Theorists (CST) as an alternative to traditional research 

approaches. The fundamental goal of CST is improvement of 

human conditions, which takes into account the human 

construction of social forms of life and the possibility of their 

recreation [25]. The critical theorists seek to emancipate 

people; they are concerned with finding alternatives to existing 

social conditions. More specifically, with emancipation, the 

organization actors have the capability to transform 

organizational conditions.  

Habermas‟s Theory of Communicative Action is an 

extension of CST with a broader notion of rationality. 

Habermas developed the concept of "communicative action", 

defined as "the type of interaction in which all participants 

harmonize their individual plans of action with one another 

and thus pursue their illocutionary aims without reservation" 

[16]. According to this perspective, in order to overcome 

social crises, it is necessary to counterbalance purposive 

rationality by bringing communicative rationality back into 

play. Hence the framework highlights the importance of 

developing a society based on free, undistorted communication 

in order to prevent colonization and technization of the life 

and world by power and money [16]. 

The study of human emancipation has been long established 

in the field of social studies. And among the well-known 

studies are those on 'women emancipation' 

[1][2][8][12][18]21]. The term 'women emancipation' is used 

to denote equalization of opportunity structure in which 

women are to gain equal status as men as a result of balancing 

of gender roles [21]. Women now are no longer stuck in the 

kitchen with baby diapers, but are involved actively in social 

structures. The prominent benefit of equality of gender is in 

education, in which for a long time in history, women were not 

given opportunity to obtain an education. Education opens up 

many opportunities for women, while eliminating ignorance 

and silent suffering. Women are now emancipated enough to 

join the labor force in which they can be found amongst the 

most powerful politicians, scholars, CEOs of companies and 

holding many more jobs that were earlier monopolized by 

men. This movement of equality in gender roles or 

emancipation allows women to discover their suppressed 

dignity and potential. Though some proponents of women 

emancipation see it as a stimulus for crime committed by 

women and delinquent behaviors, most support the idea as a 

means of manifestation of democratic ideals.  

Hirschheim and Klein [17] purport that “Information 

systems as social communication systems have potential of 

freeing employees from repressive social and ideological 

conditions and thereby contributing to the realization of human 

need” (p.87), i.e., information systems facilitate emancipation. 

This notion is supported in information systems that are a basis 

of poor information access, particularly via traditional method 

of information dissemination and sharing in a large and 

distributable organization [9]. However, due to the fact that 

'information is power' [35], organizations impose security 

mechanisms in terms of limiting employees‟ access to 

information systems in order to preserve management power. 

 The inequality of power in information access creates 

oppressed individuals, which significantly contradicts the 

earlier view that information systems should free employees 

from oppressive conditions [17].    

Given the aforementioned, in this paper we aim to stimulate 

the idea of employees‟ emancipation in information access in 

organizational information systems. Ultimately the central 

objective is to relate employees‟ emancipation and their 

compliant behavior. In cultivating the idea, we base our 

conception upon the concept of women emancipation, in which 

managers and employees are given equal right to access an 

organization‟s information. The transformation in information 

sharing and decentralization of power would then dismiss the 

power structure that alienates the employees and makes it 

difficult for them to undertake their work and get involved in 

decision-making processes. Emancipation therefore provides 

equality between managers and workers, hence allowing for 

sharing of responsibilities and freedom to take decisions. 

Responsibility for successful decisions‟ results in employees 

becoming more motivated and hence increases their morale 

and develops a feeling of ownership. In turn, the ownership 

feeling makes employees feel responsible towards protecting 

the assets of an organization.  

III. HOW EMANCIPATION FACILITATES                              

INFORMATION PROTECTION? 

In an information systems environment, there are only a few 

individuals (usually the management), who have a privileged 

access to information and hence organizational power. This is 

usually at the expense of other people in the organization (i.e. 

employees). Since information is power [35], and only a 

privileged few have access, it leaves a vast majority as being 

powerless.  Hence the notion that power 'creates' oppressed 

individuals in which it stops them from carrying out what they 

would freely choose to do otherwise, is realized [7]. Limiting 

employees‟ access to information not only creates inequality of 

power but also restricts the involvement of the oppressed in 

the decision making process. Ultimately, these employees get 

alienated, disgruntled and generally do not feel that they are an 

active participant in organizational affairs.  

Alienation of employees as the result of the power structures 

can be represented by four dimensions, namely powerlessness, 

meaninglessness, isolation and self estrangement [33]. 

Correspondingly, the feelings of powerlessness as a result of 

being controlled by others and isolation, that leads to a lack of 

sense of belonging, diminishes the worker‟s commitment 

towards the organization [33]. As a result, employees who feel 

alienated from their employer are less motivated to commit 

and more likely to take decisions that are unethical. This in 

turn leads to non-compliance with security policies. A 

combination of these circumstances makes an organization 

susceptible to security breaches.   

In this paper, the focus of employees‟ emancipation is 

towards information access in an organization's information 

systems. We define emancipation as freeing the employees 

from the power structure by increasing the scope and depth of 

their information access. This, we argue, leads to 

decentralization of power between employees and managers, 
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which subsequently provides employees with the authority to 

be involved in the decision making processes.  Information 

sharing is an instrument in eliciting employees‟ involvement 

and building trust [19]. Based upon decision making 

involvement and the culture of trust that an organization 

creates, it can foster greater emotional buy-in from 

employees.   

As an example, imagine that employees are allowed to share 

information about financial status during a crisis, at which time 

the management often hoards and restricts access to such 

information. However the employees might be able to help 

with suggestions. Being at the operational level, employees 

know better as to what specific actions affect the overall 

business. They are also more likely to offer valuable ideas on 

how the operations can be improved. Since meaningful 

suggestions from employees are more likely to be adopted, it 

builds a situation where the employees feel valued by the 

organization. That in turns can help build morale, giving 

employees a greater sense of worth and emotional ownership 

in the company.  

This sense of ownership or buy-in triggers a sense of 

responsibility for the entity [14]. When employees feel 

responsible for the entity, they will protect what belongs to the 

entity - in our case the information systems and information 

that they handle.  This is logically supported by the assertion 

that 'rational' people will not destroy or take unnecessary 

action against something that belongs to him. As much as 

possible these people will protect what they are responsible 

for. This assertion is fundamental to our argument that 

emancipation of employees, by allowing them access to 

information and participation in the decision making process, 

leads to a sense of ownership and responsibility. This will 

form the basis for ensuring complete support and adherence of 

all employees to organizational security policies.  

IV. ON THE NATURE AND SCOPE OF “RESPONSIBLE 

BEHAVIOR” FOR INFORMATION PROTECTION 

Employees‟ sense of ownership towards the information, 

information systems and hence the organization itself may 

have a positive impact on employees‟ behavior. It has been 

argued that ownership creates a sense of responsibility for an 

object [14] which initiates behaviors of protecting the owned 

object [35].   

Bear, Manning and Izard [15] purport that responsible 

behavior in obedience and compliance to a rule entails self-

motivation and self-guidance, and is not merely a response to 

external supervision, rewards and punishment. Hence, prior 

research on employees‟ compliance behavior to security policy 

that focuses on these external factors is not the sole contributor 

for building responsible behavior in employees‟. While 

embedding these factors, which are merely enforcement of 

power, is empirically effective, over time their significance 

will be eroded.  These external factors change over time and 

are impossible for employees to follow because of the 

constantly shifting direction to conform to the influences [5]. 

Therefore we believe that the good behavior of the employees 

on policy compliance is only temporary, if it is present at all.  

On the other hand, responsibility behavior of employees, 

which derives from employees' cognitive and emotional factors 

[15], would deem to be more effective in shaping their 

behavior towards compliance. With responsible behavior, 

people will act accordingly because they perceive that they are 

the cause of their own behavior, in which case, if they do not 

comply with the policies, they are responsible for that as well, 

not the other people or some other external factors. People 

with a responsible behavior will act the way they should 

whether anyone is watching or not and also remain aware of 

the consequences of their behavior for the welfare of others.  

In summary, as stated previously, the emancipation of 

employees allows them to acquire a feeling of ownership 

towards the organization (object). This is achieved by 

providing an equality of power in term of information access 

and consequent involvement in the decision making process. 

This ownership signifies that both employees and managers 

are entitled to use and engage with the object, and hence be 

held responsible by each other in protecting the owned object. 

Based upon this assumption, we postulate that employees will 

protect the organization from any harmful acts by performing a 

„right‟ responsible behavior in accordance with organizational 

security policies.  

V. A CONCEPTUAL MODEL OF EMANCIPATION AND 

INFORMATION PROTECTION 

Emancipation refers to freeing employees from oppressive 

conditions, hence enabling them to realize their full potential 

[3]. According to Alvesson and Willmott [3], the concept of 

emancipation in organizations is described as “freeing 

employees from unnecessarily alienating forms of work in 

organization” (p.433).  Ultimately the central focus of 

emancipation lies is providing communication discourse in 

which all level of employees are able to access the same 

amount of information and are involved with decision making 

processes, share responsibility and hence promote democracy 

in organizations. In the same vein Hirschheim and Klein [17] 

purport that emancipation can be practiced in organization 

through involvement in decision making process, which in turn 

reduces the power of management and increases employees‟ 

responsibility. Similarly, Sashkin [28] identifies the need for 

employers to fulfill employees‟ basic human needs at the 

workplace for autonomy, meaningfulness of work and 

decreased isolation. Failure to provide those needs, according 

to Sashkin [28], is unethical as it creates physiological and 

physical harm to the employees. In relation to the previous 

literatures, we propose that while employees‟ involvement in 

decision making process is vital, it is not achievable if they are 

not emancipated in accessing the information. Our argument is 

based on current practices of an organization in the digital age 

wherein most information, including that for decision making 

purposes, are inputs, processed and delivered via vastly 

controlled computer based information systems. Without 

substantial and suitably structured access privileges for the 

information, it is rather difficult for the employees to be 

involved in and contribute to the process. A summary of our 

postulated relationships of emancipation and information 

protection are presented in Figure 1.  
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Emancipation of individuals has become an increasingly 

important method of increasing employees‟ creativity and 

productivity and researches have directed increased attention 

towards emancipation effectiveness.  Research results 

consistently contribute to the notion that giving the employees 

involved in the tasks the authority to take decisions, makes 

them more creative and motivated to aim for successful 

production decisions. In a security context, the aim is towards 

protection of the information, particularly in compliance with 

security policies. Although previous studies in IS have 

examined the positive consequences of emancipating 

employees in information system development, none has made 

an attempt to study emancipation of employees for access to 

information. Based on the above, we posit that by 

emancipating employees with respect to information access, 

employees are more likely to comply with an organization's 

security policies directly or indirectly.  

 

 
 

Fig. 1.  Conceptualizing employee emancipation and protection of 

information 

  

As previously mentioned we postulate that emancipation can 

also have an indirect relationship with protection behavior. 

One of the indirect routes is its influence on employees‟ 

commitment to the organization. Employees‟ commitment is 

defined as the feeling of desire, need or obligation to remain in 

an organization [23]. As employees are given more power 

towards information access and deliberate decision making 

authority, it increases their commitment towards the 

organization.  There is support in the literature for this 

contention, which claims that participation in decision making 

increases employees‟ organizational commitment [10][30] 

whereas alienation of employees from an organization will 

diminish their commitment [33].  

In information systems, the concept of emancipation has 

largely been investigated within the realm of information 

systems development (ISD), particularly through the 

application of both Habermas‟s Theory of Communicative 

Action and Critical Social Theory.  Cecev-Kecmanovic and 

Marius [9] address effectiveness of emancipation in their 15 

years longitudinal case study of development of Information 

System for Information Dissemination (ISID) in Colruyt 

Company in Belgium. They discover that with the amount of 

increased power given to the employees, they are less alienated 

and oppressed, leading to increased individual commitment. 

Similarly Kanungo [20] finds that impact of emancipatory 

roles of ICT development in rural areas suggests that by 

involving villagers with the development process, they become 

more committed towards using the systems. Regardless of the 

context of the organization, employees‟ commitment will 

direct an individual‟s effort toward achieving organizational 

goals [24].   

Another stream of research, as introduced previously, 

studies the achievement of an organization‟s security goals 

through a sense of ownership and responsible behavior. 

Previous studies provide substantial evidence that employees‟ 

involvement in decision making process creates a stronger 

sense of ownership or identity [6][29]. With the empowerment 

of being involved in decision making process, employees will 

be able to contribute more valuable ideas to improve 

operations since they are attached directly at the operational 

level. Subsequently, their meaningful suggestions are more 

likely to be accepted and adopted. This in turns strengthens 

motivation by providing employees with the opportunity to 

attain intrinsic rewards from their work, such as a greater 

feeling of being valued. This helps in inculcating and 

increasing a sense of ownership towards the organization.  

Our definition of sense of ownership is borrowed from van 

Dyne and Pierce [34] which defines it as “psychologically 

experienced phenomenon in which an employee develops 

possessive feelings for the target” (p. 439). The feeling of 

ownership makes the employees feel they own the 

organization, in other words- they have a feeling that the 

organization belongs to them, which is fundamentally different 

from the feeling of their need to remain in an organization or 

organizational commitment [34].  If employees feel that they 

are part of the business processes, they become much more 

attached to their work. As a result employees become more 

conscientious of their work and how it affects the organization. 

Thus, the feeling of ownership initiates a sense of 

responsibility for the entity [34].  

Being responsible, according to Bear et al. [15], means the 

ability to take decisions that are morally and socially right. 

This conveys the notion that employees will act accordingly 

because they realize that they are accountable for their own 

behavior, regardless of whether they are being monitored or 

not. Bear et al. [15] contend that responsible behavior that is 

derived from social cognition and individual emotion is more 

important than responsible behavior constituted by external 

TABLE I 

PROPOSITIONS POSTULATING RELATIONSHIPS BETWEEN               

EMANCIPATION AND INFORMATION PROTECTION 

Proposition Description 

1 Emancipation will positively influence information 

protection, both directly and indirectly through affective 

commitment, sense of ownership and responsible 

behavior.  

2 Emancipation is positively associated with employee 

commitment to an organization  

3 Employee commitment to an organization is positively 

associated with employee protection of information       

4 Emancipation is  positively associated with an employee's 

sense of ownership / belonging leading to information 

protection  

5 Employee's sense of ownership / belonging is positively 

associated with responsible behavior leading to 

information protection  

6 Employee responsible behavior is positively associated 

with protection of information  
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factors.  In their study, they gather evidence on how 

responsible behavior of a student not only benefits the 

individual but also the members of a school community. The 

behavior promotes positive effects such as academic 

achievement and self-worth. Motivated from this notion, we 

argue that employee's feelings and thoughts (sense of 

ownership / feeling of being valued /feeling of importance) are 

the primary determinants that explain how individuals become 

responsible employees. Embedded responsible behavior 

influences them to promote positive attitude such as protection 

of information. A summary of our propositions, as discussed in 

this section are presented in Table I.  

VI. CONCLUSION 

In this paper we have introduced the concept of employees‟ 

emancipation and its relationship with organizational 

commitment, sense of ownership, responsible behavior and 

protection of information within an organization. While many 

researchers have commented on an employees‟ behavioral 

compliance with security policies and laws and regulations, 

our research introduces fresh insight by establishing a 

relationship between emancipation and information protection. 

Rather than be enshrouded in positivist or interpretivist 

conceptions, in this research we introduce a critical theorist 

orientation for the study of information protection. We have 

argued that protection of information in an organization is 

influenced by the human cognitive and emotional feelings of 

individuals, which are derived from the emancipation of an 

employee from organizational power structures that govern 

information access. Hence, this paper lays a foundation for 

further theoretical and empirical research on the protection of 

information.  
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